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WA 1-09 

WORK ASSIGNMENT 
PERFORMANCE WORK STATEMENT 

Contract No. EP-C-10-060 
Work Assignment: 1-09 
WAM: Curt Baranowski 

Office of Water / Office of Ground Water and Drinking Water / 
Water Security Division / Threats, Analysis, Prevention and Preparedness Branch 
Phone: (202) 564-0636 
Fax: (202) 566-0055 
Email: Baranowski.Curt@epa.gov  

Mail Code: 4608T 
1200 Pennsylvania Avenue, NW 
Washington, DC 20460 

Alternate WAM: John A. DeGour 
Office of Water / Office of Ground Water and Drinking Water / 
Water Security Division / Threats, Analysis, Prevention and Preparedness 
Branch 
Phone: (202) 564-3212 
Fax: (202) 566-0055 
Email: DeGour.John@epa.gov  

Mail Code: 4608T 
1200 Pennsylvania Avenue, NW 
Washington, DC 20460 

LOE: 5125 hours 

Period of Performance: August 1, 2011 to July 31, 2012 

Title: Risk Assessment and Consequence Analysis Tool Development, Improvement, Outreach / 
Homeland Security Coordination Activities 

PWS Sections: 2.1, 2.2.5, 2.3.1 

I. PURPOSE: 

This work assignment supports the mission of the Water Security Division (WSD) as described in the 
Water Security Strategy framework, which relates resources, activities, outputs, audience, short- and 
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long- term outcomes to the WSD pillars of Prevention, Detection, Response, and Recovery. 
Additionally, this work assignment contributes to the commitments made in EPA's Strategic Plan: 2011 
to 2015 and EPA's Homeland Security Strategy (2004). Under EPA's Strategic Plan, reference is made 
to Goal 2 (Clean and Safe Water), Objective 2.1 (Protecting Human Health), Sub-objective 2.1.1 (Water 
Safe to Drink), and to the Cross-Goal on homeland security. Under EPA's Homeland Security Strategy, 
reference is made to Objective 1 (Critical Infrastructure Protection). 

In support of these requirements, this contract supports the Nation's drinking and wastewater 
infrastructure, collectively known as the Water Sector, in being informed, coordinated, and prepared to 
prevent, detect, respond to, and recover from terrorist attack and other intentional acts, natural disasters, 
and other hazards (referred to as the "all hazards' approach), which may also occur, including the needs 
and challenges posed by natural disasters, catastrophic events, floods, earthquakes, pandemic illness, 
and any other events which impact the safety and availability of our water supply. 

In pursuit of these efforts, the contractor may be tasked with preparing a correlation summary comparing 
the results under this work assignment to the components of the Water Security Strategy framework. 

II. BACKGROUND: 

Homeland Security Presidential Directive (HSPD) - 7 directs Federal agencies to identify and prioritize 
critical national infrastructure and resources for protection from terrorist acts that could cause 
catastrophic health impacts or mass casualties, undermine public confidence, or cause disruption of 
essential government functions, essential services, or the economy. HSPD-7 designates the EPA as the 
lead agency or Sector-Specific Agency (SSA) for the Nation's Water Sector. One of many outcomes 
related to HSPD-7 was the development of the National Infrastructure Protection Plan (NIPP) and the 
accompanying Sector-Specific Plans (SSP). These plans/strategies have logically driven critical 
infrastructure protection initiatives towards an all-hazards (man-made and natural disasters) approach. 

EPA works with the Water Sector, Federal, State, tribal and local governments, and all stakeholders to: 

1. Protect the Water Sector's infrastructure from all hazards and to enhance resilience capabilities. 
2. Conduct or facilitate "all-hazards" risk assessment and consequence analysis; 
3. Encourage risk management strategies to reduce vulnerability and mitigate public health and 

economic impacts (consequence); and 
4. Promote communication, collaboration, and information sharing and analysis. 

Much work was accomplished over the past year. However critical infrastructure protection is a 
continuous effort, therefore more needs to be done. All-hazards related critical infrastructure protection 
activities are a natural extension of EPA's long-term mission to protect human health and the 
environment. Accordingly, EPA and its Water Sector security partners continue to work together and 
are implementing a strategy to identify, prioritize, and coordinate the protection of critical Water Sector 
infrastructure. This strategy assists in improving Water Sector awareness, preparedness and security 
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posture, as well as increasing resilience - in a consistent, sustainable, effective, and measurable manner. 
This work assignment will support the ongoing critical infrastructure protection coordination 
activities/initiatives that the Agency has initiated in collaboration with DHS and Water Sector partners. 

III. QA REQUIREMENTS: 

Secondary Data: Some of the tasks in this work assignment require the use of primary and/or 
secondary data. Collection, use and analysis of data will be identical to the procedures described in the 
QAPP completed under WA 0-09, consistent with the Agency's quality assurance (QA) requirements. 
Work on these tasks cannot proceed until the contractor receives notification from the PO via e-mail that 
utilization of the QAPP completed under WA 0-09 has been approved for use on these tasks. The 
project specific quality assurance requirements (QAPP) must be addressed in the monthly progress 
reports as specified under Task 0, below. 

IV. DETAILED TASK DESCRIPTION: 

All direction under this work assignment will be provided as written technical direction from the Task 
Manager or Work Assignment Manager, as appropriate. If provided first as verbal technical direction to 
the contractor, it will be confirmed in writing within 5 calendar days, with a copy to the Project Officer 
and the Contracting Officer, and is subject to the limitations of the technical direction contract clause. 
Each initial deliverable shall be provided to the EPA Work Assignment Manager (WAM) and EPA 
Project Officer (PO) in draft form for review and comment. The contractor shall incorporate 
WAM/Task Manager review comments into revisions of the drafts. All drafts and final reports shall be 
approved by the WAM. 

The contractor shall perform the following tasks: 

Task 0: Work Plan, Progress evaluations, and Monthly Progress Reports 

The contractor shall develop a work plan that describes how each task will be carried out. The work 
plan shall include a schedule, staffing plan, level of effort (LOE), and cost estimate for each task, the 
contractor's key assumptions on which staffing plan and budget are based, and qualifications of 
proposed staff. If a subcontractor(s) is proposed and subcontractors are outside the metropolitan DC 
area, the contractor shall include information on plans to manage work and contract costs. 

In addition, the contractor shall prepare a project specific quality assurance plan (QAPP) (noted above), 
or use a previously prepared one as specified above, and ensure the quality of secondary data used to 
complete these tasks. If using a previously prepared plan, the contractor shall prepare a statement 
indicating that this WA is a continuation of WA 0-09. The work plan shall explain that collection, use 
and analysis of data in this work assignment will be identical to the procedures described in the QAPP 
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completed under WA 0-09. When using a previously approved QAPP, the contractor shall immediately 
notify the Project Officer and WA manager if any changes to the tasks involving the collection and 
analysis of the data occur, and prepare a new or modified QAPP. Work on these tasks cannot proceed 
until the contractor receives notification of the new QAPP approval from the PO via e-mail. This task 
also includes monthly progress and financial reports. The monthly progress report shall indicate, in a 
separate QA section, whether significant QA issues have been identified and how they are being 
resolved. Monthly financial reports must include a table with the invoice LOE and costs' broken out by 
the tasks in this WA. 

In addition, in each monthly progress report, the contractor shall, at the introduction to the discussion of 
this work assignment, discuss actual progress toward achieving the purpose of this work assignment, 
including problems encountered, issues that may need to be resolved, and anticipated timing for 
completing the goals of the work assignment. The contractor shall provide an overview of contract 
projects, striving to implement efficiencies in performance when complimentary requirements are 
issued. The contractor shall assure that duplication of effort relative to other ongoing work assignments 
under this contract is not occurring. 

Deliverables: Work plan and monthly progress and financial reports, Revised QAPP if necessary. 

Task 1: Agency Document Assistance. 

The contractor shall support the Agency by providing technical assistance needed to gather information 
to write, review, and/or disseminate documents relative to the scope of this work assignment. The 
contractor shall provide additional assistance by compiling and addressing stakeholder comments and 
updating documents as new information becomes available. 

The contractor shall ensure it possesses superior technical and editorial writing skills to support all 
above-mentioned efforts. Skills must include, but are not limited to the following: grammar, spelling, 
punctuation, flow, sentence structure, readability, and reading-ease. 

Deliverables: Draft and final documents and reports that: 1) are researched and reviewed; 2) address 
and incorporate stakeholder comments; and 3) are appropriately updated and/or finalized. All 
documents will be in "10 pt. - Century Gothic" font, and all draft deliverable documents will be 
delivered in continuous line # format. For estimation purposed - assume the review and/or development 
of 10 documents. 

Task 2: External Document Assistance. 

The contractor shall support the review and dissemination of documents created in relationship to risk, 
vulnerability, and consequence related projects, as well as other relative project documents. 
The contractor shall also develop information and outreach materials for the Water Sector as requested 
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in written technical direction by the EPA WAM. This may include but not be limited to the 
development of fact sheets, presentations, exercises, and briefings. 

In addition, the contractor shall support the review and dissemination of documents created by other 
agencies or stakeholders, such as the Department of Homeland Security's National Infrastructure 
Protection Plan (NIPP). The EPA WAM will provide documents such as the NIPP to the contractor, and 
will specify the type of review required in written technical direction. 

The contractor shall ensure it possesses superior technical and editorial writing skills to support all 
above-mentioned efforts. Skills must include, but are not limited to the following: grammar, spelling, 
punctuation, flow, sentence structure, readability, and reading-ease. 

Deliverables: Draft and final documents and reports that: 1) are researched and reviewed; 2) address 
and incorporate stakeholder comments; and 3) are appropriately updated or finalized. The development 
of communication and outreach materials shall also be included in this task. For estimation purposes - 
assume effort on 3 technical documents, 1 fact sheet, 2 presentations, 2 exercises, and 2 briefings. All 
documents will be in "10 pt. - Century Gothic" font, and all draft deliverable documents will be 
delivered in continuous line # format. 

Task 3: Scientific and Technical Support. 

Under this task, the contractor shall provide other scientific and technical support to facilitate and 
enhance EPA's Water Sector critical infrastructure protection efforts. Examples of the type of actions 
that may require support may include, but are not limited to literature searches and research on 
contaminants of concern as related to high-risk Water Sector utilities. Specific activities under this task 
will be assigned through written technical direction in response to the Agency's support needs. 

The contractor shall ensure it possesses superior technical and editorial writing skills to support all 
above-mentioned efforts. Skills must include, but are not limited to the following: grammar, spelling, 
punctuation, flow, sentence structure, readability, and reading-ease. 

Deliverables: These activities include but are not limited to "all-hazard" risk assessment/consequence 
analysis methodology tool support, literature searches, collecting and addressing comments, and 
support for incident response planning and activities. For estimating purposes - assume literature 
searches or research on 10 different topics. 

Task 4: Meeting Support. 

The contractor shall provide logistical, facilitation and administrative support to include, but not be 
limited to, facilitating and supporting meeting planning activities, delivery of sessions, development of 
minutes and action items, and summary evaluation and report-out. The contractor shall arrange for 
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facilities, in accordance with Agency requirements, suggest locations, and make necessary arrangements 
for meetings or conferences as requested by written technical direction by the WAM. The contractor 
shall identify potential speakers and participants to attend EPA sponsored events, issue invitations, and 
conduct pre-meeting and on-site registration activities. The contractor shall develop and assemble 
agendas, supplemental materials (e.g., handouts, presentations, participant list), and other preparatory 
activities as needed. The contractor shall facilitate sessions and provide support to invited presenters 
and subject matter experts as required. Work on task activities shall begin upon receipt of written 
technical direction from the EPA WAM. The contractor shall adhere to Agency requirements for 
reserving meeting space. Any speakers or experts identified for travel reimbursement must have a clear 
role in the meeting/workshop and must have consultant agreements in place. 

Deliverables: Logistics for meeting and facilitation support that enables stakeholder coordination 
through workshops, conferences, technical sessions and training events. This includes fact sheet 
development, presentations, exercises and briefings. For estimation purposes, the contractor shall 
assume up to 3 meetings at non-EPA facilities, 3 local meetings at EPA facilities, and 10 conference 
calls. 

Task 5: Ongoing Development of Water Sector Risk Assessment Methodologies -- Completion of 
Supporting Documents, Outreach and Dissemination, and Technical Assistance. 

In support of the DHS's NIPP and EPA's responsibilities as the Sector-Specific Agency for the Water 
Sector, EPA in coordination with Water Sector security partners, has been working to ensure existing 
risk assessment methodologies in the sector are consistent with the NIPP' s baseline criteria. In 2010, the 
Water Sector Coordinating Council (SCC) requested the formation of a Critical Infrastructure 
Partnership Advisory Council (CIPAC) working group to examine the three Water Sector (drinking 
water and wastewater) risk assessment methodologies -- ARAM-W, SEMS, and VSAT. These tools 
were recently upgraded as part of an overall effort to bring them consistent with the 2007 Risk Analysis 
and Management for Critical Asset Protection (RAMCAP ®) Sector-Specific Guidance for Drinking 
Water and Wastewater Systems. While upgrades to Water Sector risk assessment methodologies were 
in progress, the American Water Works Association (AWWA) and ASME-Innovative Technologies 
Institute (ITI) developed a standard for Water Sector risk assessment methodologies. This AWWA and 
ASME-ITI process resulted in the July 2010 American National Standards Institute/ASME-ITI/AWWA 
J100 Risk Analysis and Management for Critical Assets Protection Standard for Risk and Resilience 
Management of Water and Wastewater Systems hereinafter (J100 Standard). This CIPAC working 
group will examine the three Water Sector risk assessment methodologies. Specific emphasis during this 
examination will be given to how these tools address the requirements defined in the new J100 Standard 
and determine what upgrades would be necessary for the three Water Sector risk assessment tools to 
ensure that they help utilities meet industry best practices as defined by the J100 Standard. The work 
group will meet in July 2011(during the Base Period of this effort, under WA 0-09) and provide its 
recommendations to EPA, DHS, and other Water Sector partners in September 2011. 

The contractor shall provide support regarding the potential modifications to VSAT based on the CIPAC 
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working group's recommendations. Assistance will also be required regarding training on VSAT, in 
association with the Water Health Economic and Analysis Tool (WHEAT). In this option period the 
contractor shall provide the following support, in accordance with appropriate technical direction (note, 
estimated contractor travel is imbedded in this chart): 

DELIVERABLES DATE 
1. Develop a design requirements document for potential modifications to VSAT 

5.0 based on the recommendations of the CIPAC working group. Potential areas 
for modification include but are not limited to the following: 1) Standard-Related 
Definitions; 2) Worst Case Consequence Analysis for Potentially Critical Assets; 
3) Natural, Proximity, and Dependency Threats in Threat Characterization; 4) 
Proxy Method for Threat Likelihood Calculation; and 5) Quantitative Calculation 
of Risk and Resilience for Threat-Asset Pairs. 

a. 	Note: Not all the recommended modifications of the CIPAC working 
group may be feasible or defensible. Therefore, EPA will provide 
specific technical direction to the contractor on the necessary 
modifications to VSAT. 

TBD by technical direction. 

2. Assist with the partner review process regarding the design requirements 
document. 

TBD by technical direction 

3. Incorporate changes to design requirements document based on partner feedback. TBD by technical direction. 

4. Modify VSAT 5.0 based on EPA technical direction. TBD by technical direction. 

5. Deliver and demonstrate the modified version of VSAT. TBD by technical direction 

6. Conduct two (2) Water Sector utility pilots of modified VSAT. 
a. 

	

	Support travel for 2 utility members to participate in each pilot, as 
contributing experts for the workshops. 

TBD by technical direction. 

7. Incorporate modifications to VSAT based on recommendations from pilots. TBD by technical direction. 

8. Demonstrate VSAT to EPA after pilot recommendations have been incorporated. TBD by technical direction. 

9. Demonstrate VSAT to partners. TBD by technical direction 

10. Deliver finalized VSAT to EPA. TBD by technical direction 

11. In collaboration with stakeholders modify existing communication strategy, if 
need be, for outreach, education, and training on VSAT/WHEAT. Collaboration 
may include face-to-face meeting and/or conference calls. 

TBD by technical direction 

12. Provide 8 web-based outreach demonstration of VSAT for stakeholders, where 
possible in association with WHEAT. 

TBD by technical direction 

13. Provide support for conferences / in-person training on VSAT, where possible in 
association with WHEAT; assume 3 conferences. 

TBD by technical direction 
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14. Email user help/support for VSAT (vsathelp@epa.gov  email-box). Assumes 50 TBD by technical direction 
questions/comments per month for August 1, 2011 through July 31, 2012. 

15. Catalogue comments, questions, and suggestions for possible future upgrades to 
VSAT based on all above-mentioned activities. 

TBD by technical direction 

16. The contractor shall ensure it possesses superior technical and editorial writing 
skills to support all above-mentioned efforts. Skills must include, but are not 
limited to the following: grammar, spelling, punctuation, flow, sentence structure, 
readability, and reading-ease. 

Ongoing. 

Task 6: WHEAT Drinking Water Hazardous Gas and Loss of Operating Assets Modules — 
Completion of Supporting Documents, Outreach and Dissemination, and Technical Assistance. 

Having completed the WHEAT drinking water hazardous gas and loss of operating assets modules in 
July 2010, stakeholder outreach on this project is now necessary. The contractor shall support EPA as 
necessary to prepare WHEAT outreach and training materials, as well as the provision of WHEAT 
training in association where feasible with VSAT. 

In this option period the contractor shall provide the following support, in accordance with technical 
direction (travel estimates are imbedded in the chart): 

DELIVERABLES DATE 
1. In collaboration with stakeholders modify existing communication strategy, if 

need be, for outreach, education, and training on VSAT and the drinking water 
and wastewater modules of WHEAT. Collaboration may include face-to-face 
meeting and/or conference calls. 

TBD by technical direction 

2. Provide 8 web-based outreach demonstration of WHEAT for stakeholders, 
where possible in association with VSAT and the WHEAT wastewater 
module (WHEAT-WW). 

TBD by technical direction 

3. Provide support for conferences / in-person training on WHEAT, where 
possible in association with VSAT and WHEAT-WW; assume 3 conferences 

TBD by technical direction 

4. Email user help/support for WHEAT (wheathelp@epa.gov  email-box). TBD by technical direction 
Assume 50 questions/comments per month for August 1, 2011 through July 
31, 2012. 
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5. Catalogue comments, questions, and suggestions for possible future upgrades 
to WHEAT based on all above-mentioned activities. 

TBD by technical direction 

6. The contractor shall ensure it possesses superior technical and editorial writing 
skills to support all above-mentioned efforts. Skills must include, but are not 
limited to the following: grammar, spelling, punctuation, flow, sentence 
structure, readability, and reading-ease. 

Ongoing. 

Task 7: Development of WHEAT Hazardous Gas and Loss of Operating Assets Modules for 
Wastewater Systems. 

Under this task, the contractor shall continue to develop hazardous gas release and loss of operating 
assets modules for wastewater systems for the generalized consequence analysis tool based on the 
planning efforts conducted to date and modules developed under the previous work assignment option 
period. Products shall be developed within the context of other ongoing efforts in the Risk Analysis and 
Management for Critical Asset Protection (RAMCAP) process, such as the development of VSAT. All 
tool development activities must comply with established EPA procedures. 

In the option period the contractor shall provide the following technical support, in accordance with 
technical direction: 

DELIVERABLES DATE 
In collaboration with stakeholders modify existing communication strategy, if need 
be, for outreach, education, and training on VSAT and the drinking water and 
wastewater modules of WHEAT. Collaboration may include face-to-face meeting 
and/or conference calls. 

TBD by technical direction 

1. Continue software development of the wastewater modules. TBD by technical direction. 

2. Provide a demonstration of the beta WHEAT-WW to EPA. TBD by technical direction. 

3. Conduct two (2) pilots of the wastewater modules. 
a. 	Support travel for 2 utility members to participate in each pilot as 

subject matter experts. 

TBD by technical direction. 

4. Incorporate modifications to WHEAT-WW based on findings from pilots TBD by technical direction 

5. Demonstrate WHEAT-WW for EPA. TBD by technical direction. 

6. Demonstrate WHEAT-WW for partners. TBD by technical direction. 

7. Deliver finalized WHEAT-WW modules to EPA. November 15, 2011 

8. Provide 4 web-based outreach demonstration of WHEAT-WW for 
stakeholders, where possible in association with VSAT. 

TBD by technical direction 
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10. Provide support for conferences / in-person training on WHEAT, where 
possible in association with VSAT; assume 2 conferences. 

TBD by technical direction 

11. Email user help/support for VSAT (vsathelp@epa.gov  email-box). Assumes TBD by technical direction 
50 questions/comments per month for November 1, 2011 through July 31, 
2012. 

12. The contractor shall ensure it possesses superior technical and editorial writing 
skills to support all above-mentioned efforts. Skills must include, but are not 
limited to the following: grammar, spelling, punctuation, flow, sentence 
structure, readability, and reading-ease. 

Ongoing. 

Task 8: Development of WHEAT Contamination Module for Drinking Water Systems. 

The contractor shall continue development of the drinking water system contamination module for 
WHEAT based on the planning efforts conducted to date and modules developed under work 
assignment 0-09. The contractor shall use modeling data from the 12 model cities and 5 contaminants 
and correlate health and economic impacts for drinking water systems of varying sizes, then incorporate 
this data into the WHEAT contamination module. The product shall be developed within the context of 
other ongoing efforts in the RAMCAP process, such as the development of the upgraded VSAT tool. 
All tool development activities must comply with established EPA procedures. When necessary, 
coordination with NHSRC may be required. 

Dissemination of the WHEAT contamination module may be subject to limitations due to the potentially 
sensitive information stored in the tool and report contents. As such, the contractor shall work with EPA 
to develop guidance for distribution of WHEAT and utility-generated reports from the tool. It is 
anticipated that the Sector Coordinating Council (SCC) and other organizations may provide 
recommendations regarding information handling and distribution. These recommendations shall be 
incorporated into the guidance as appropriate; additional security measures to prevent unauthorized 
dissemination and use shall be implemented. 

In the option period the contractor shall provide the following technical support, in accordance with 
technical direction: 
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DELIVERABLES DATE 
1. Base on contamination modeling the contractor shall assist EPA's Office of 

Water in engagement with EPA's National Homeland Security Research 
Center (NHSRC) to develop a Contamination Module Requirements 
Document. 

TBD by technical direction. 

2. Establish a WHEAT drinking water contamination module stakeholder group. TBD by technical direction. 

3. Conduct conference calls/meetings with stakeholders to solicit feedback on 
the draft Contamination Module Requirements Document and path forward 
and approach for the contamination module (Contamination Module 
Framework). 

TBD by technical direction. 

4. Finalize the Contamination Module Framework in collaboration with NHSRC 
and the contamination stakeholder group. 

TBD by technical direction. 

5. Finalize the software requirements document for the drinking water 
contamination module. 

TBD by technical direction. 

6. Initiate software development of the drinking water contamination module. TBD by technical direction. 

7. Demonstrate beta version of the WHEAT drinking water contamination 
module for EPA. 

TBD by technical direction. 

8. Conduct two (2) pilots of the drinking water contamination module 
a. 

	

	Support travel for 2 utility members to participate in each pilot as 
subject matter experts. 

TBD by technical direction. 

9. Incorporate modifications to WHEAT tool based on findings from pilots TBD by technical direction. 

10. Demonstrate drinking water contamination module for EPA. TBD by technical direction. 

11. Demonstrate drinking water contamination module for stakeholders. TBD by technical direction. 

12. Deliver the final WHEAT drinking water contamination module to EPA. June 1, 2012. 

13. The contractor shall ensure it possesses superior technical and editorial writing 
skills to support all above-mentioned efforts. Skills must include, but are not 
limited to the following: grammar, spelling, punctuation, flow, sentence 
structure, readability, and reading-ease. 

Ongoing 

NOTE: The Government shall retain rights to all data and/or products originally developed 
under this work assignment. 
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V. SCHEDULE/DELIVERABLES 

Task Deliverable 
0: Work Plan and Monthly Progress Report Within twenty (20) days of the contractor's receipt of the 

work assignment. 
1: Agency Documents Assistance To be established by written technical direction. 
2: External Documents Assistance To be established by written technical direction. 

3: Scientific and Technical Support To be established by written technical direction. 
4: Meeting Support To be established by written technical direction. 
5: Ongoing Development of Water Sector Risk 
Assessment Methodologies based on findings of the 
CIPAC working group's examination of the Water 
Sector risk assessment methodologies --Completion 
of Supporting Documents, Outreach and 
Dissemination, and Technical Assistance 

To be established by written technical direction. 

6: Ongoing WHEAT Drinking Water Hazardous 
Gas and Loss of Operating Assets Modules — 
Completion of Supporting Documents, Outreach 
and Dissemination, and Technical Assistance 

To be established by written technical direction. 

7: Ongoing development of WHEAT Hazardous 
Gas and Loss of Operating Assets Modules for 
Wastewater Systems Completion of Supporting 
Documents, Outreach and Dissemination, and 
Technical Assistance 

To be established by written technical direction. 

8: Ongoing development of WHEAT 
Contamination Module for Drinking Water Systems 
Completion of Supporting Documents, Outreach 
and Dissemination, and Technical Assistance 

To be established by written technical direction. 

VI. REPORTING REQUIREMENTS 

Monthly Progress Reports (including a progress evaluation discussion) 
Financial Reports 
Update to current QAPP (if applicable) 

VII. GREEN MEETINGS AND CONFERENCES 

The contractor shall follow the provision of EPA prescription 1523.703-1, Acquisition of 
environmentally preferable meeting and conference services (May 2007), for the use of off-site 
commercial facilities for an EPA event, whether the event is a meeting, conference, training session, or 
other purpose. Environmental preferability is defined at FAR 2.101, and shall be used when soliciting 
quotes or offers for meeting/conference services on behalf of the Agency. 
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QUALITY ASSURANCE SURVEILLANCE PLAN 
for the Water Security Division's 

Technical, Analytical, and Regulatory Mission Support 
Performance Work Statement 

Quality Assurance Surveillance Plan 

The requirements contained in this work assignment option period are considered performance-based, 
focusing on the Agency's desired results and outcomes. The contractor shall be responsible for 
determining the most effective means by which these requirements will be fulfilled. In order to fulfill 
the requirements, the contractor shall design innovative processes and systems that can deliver the 
required services in a manner that will best meet the Agency's performance objectives. This 
performance-based requirement represents a challenge to the contractor to develop and apply innovative 
and efficient approaches for achieving results and meeting or exceeding the performance objectives, 
measures, and standards described below. The Contractor's performance will be reflected in the 
positive or negative evaluation offered by the Agency in the Contractor Performance Evaluation (CPE), 
which is evaluated annually (per the "Contractor Performance Evaluation" clause in the contract). The 
Work Assignment Manager shall submit a complete annual review of the areas outlined in the Quality 
Assurance Surveillance Plan (QASP), included in the contract, which will then be utilized by the Project 
Officer in preparing the overall evaluations submitted annually in response to the Contractor 
Performance Evaluation requirements in the contract. 

General Management and Administration 

Performance Requirement Measurable Performance 
Standards 

Surveillance Methods Incentives/Disincentives 

Management and 
Communications: The 
Contractor shall maintain 
contact with the EPA CO, 
PO and WAM throughout 
the performance of the 
contract and shall 
immediately bring potential 
problems to the attention of 
the appropriate EPA WAM. 
In cases where issues have a 
direct impact on project 
schedules or cost, the 
contractor shall provide 
options for EPA's 
consideration on resolving or 
mitigating the impacts. 

Any issues that impact 
project schedules or cost 
shall be brought to the 
attention of the appropriate 
EPA WAM within 3 
business days of occurrence. 

100% of active work 
assig nments under the 
contract will be reviewed by 
the EPA WAM monthly (via 

ort) toress re monthly p rog 	p 
identify unrep 	. orted issues 
The EPA WAM will report 
any issues to the EPA PO 
who will bring the issue(s) to 
the Contractor's attention 
throug h the CO. 

Unsatisfactory rating under 
the category of Business 
Relations in the NIH 
Performance Evaluation 
System if two or more 
incidents occur during an 
applicable period of 
performance when the 
contractor does not meet the 
measurable performance 
standards for a given 
contract period. 
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Timeliness: Services and 
deliverables shall be in 
accordance with schedules 
stated in each work 
assignment or tasking 
document, unless amended 
or modified by an approved 
EPA action, 

During any period of 
performance, 90% of all 
submitted deliverables shall 
be submitted no later than 5 
business days past the due 
date. 

100% of active work 
assignments under the 
contract will be reviewed by 
the EPA WAM monthly (via 
monthly progress report & 
milestones established for 
each deliverable) to compare 
actual delivery dates against 
those approved. The EPA 
WAM will report any issues 
to the EPA PO who will 
bring the issue(s) to the 
Contractor's attention 
through the CO. 

Unsatisfactory rating under 
the category of Timeliness in 
the NIH Performance 
Evaluation System when the 
contractor does not meet the 
measurable performance 
standards during an 
applicable period of 
performance. 

Cost Management and The contractor shall manage The EPA PO will routinely Unsatisfactory rating under 
Control: The Contractor costs to the level of approved meet with the Contractor's the category of Cost Control 
shall monitor, track and ceiling on the work Project Manager to discuss in the NIH Performance 
accurately report level of assignment. The contractor the work progress and Evaluation System when the 
effort, labor cost, other direct shall notify the WAM/PO contract and individual work contractor does not meet the 
cost and fee expenditures to when 75% of the approved assignment expenditures. measurable performance 
EPA through progress funding ceiling for the work The EPA PO shall review standards during an 
reports and approved special assignment is reached. the Contractor's monthly applicable period of 
reporting requirements. 

The Contractor shall assign 
appropriately leveled and 
skilled personnel to all tasks, 
practice and encourage time 
management, and ensure 
accurate and appropriate 
time keeping. 

progress reports and request 
the WAMs verification of 
expenditures and technical 
progress before authorizing 
invoice payments. 

performance. 
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Technical Effort: The All analyses conducted for EPA will review all analyses Unsatisfactory rating under 
analyses or products EPA by the Contractor must and work products the category of QUALITY 
developed by the contractor be factual and based on conducted by the Contractor OF PRODUCT OR 
shall be factual and sound science and and will independently SERVICE in the NIH 
defensible and based on engineering. All analyses consider the merit. EPA Performance Evaluation 
sound science and and products (initial and may opt to peer review System when the contractor 
engineering. All data shall final drafts) shall conform in analyses to further validate does not meet the 
be collected from reputable 
sources and quality 

format and content to 
requirements specified by 

merit, measurable performance 
standards during an 

assurance measures shall be the WAM in written applicable period of 
conducted in accordance technical direction, and The EPA WAM/TM (Task performance, even after 
with contract, agency should meet the objectives Manager) will review initial review input and follow up 
requirements and any stated in the work drafts to assess technical discussion by Agency 
additional requirements assignment. All initial draft accuracy and editorial personnel. 
outlined in individual work documents shall be clearly quality. The WAM/TM will 
assignments or technical written at a level appropriate identify all inaccuracies and 
directives. Any work to the targeted audience. All needed edits and corrections 
requiring the contractor to 
provide options or 
recommendations shall 
include the rationale used in 
selecting the 
option/recommendation and 
all other options and 
recommendations 
considered. 

information shall be factual, 
technically sound, and 
accurate, with data sources 
identified. 

Draft versions of a document 
shall require no more than 
two editorial revisions. 

to the contractor in the initial 
review of draft documents. 

Socio-Economic The Contractor shall meet a EPA will monitor the If less than 80% is reached 
Utilization: The Contractor standard of at least 80% of contractor's utilization of during an applicable period 
shall assess all agency the dollar goals outlined in socio-economic firms by of performance, the 
requirements outlined in their subcontracting plan reviewing the contractor's contractor shall outline the 
work assignments for during each period of submittal of Standard Forms steps that will be taken to 
opportunities to fully utilize performance, unless Agency (SF) 294 and (SF) 295. meet the annual goals 
the knowledge and priorities prevent or preclude outlined in their plan, or 
experience of its socio- 
economic team members. 
Work shall be allocated in a 
manner that ensures the 
Contractor's annual 
subcontracting goals are met. 

such tasking. provide justification as to the 
rationale for the lack of 
meeting the subcontracting 
plan goals. Performance that 
does not meet the stated 
goals without sufficient 
justification will be reported 
as an Unsatisfactory rating 
under the category of 
BUSINESS RELATIONS, 
and MEETING SDB 
SUBCONTRACTING 
REQUIREMENTS in the 
NIH Performance Evaluation 
System. 
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United States Environmental Protection Agency 

E Washington, DC 20460 PA 
Work Assignment 

Work Assignment Number 

1 - 09 

Other 	Amendment Number: 

000001 

Contract Number 

EP—C-10-060 

Contract Period 	11/30/2010 	To 	07/31/2012 

Base 	 Option Pe iod Number 	1 

Title of Work Assignment/SF Site Name 

Risk Assmt, 	Tool Devt 

Contractor 

COMPUTER SCIENCES CORPORATION 

Specify Section and paragraph of Contract SOW 

2.1, 	2.2.5, 	2.3.1 

Purpose: Work Assignment 	 Work Assignment Close-Out 

Work Assignment Amendment 	 Incremental Funding 

Work Plan Approval 

Period of Performance 

From 	08/01/2011 To 	07/31/2012 

Comments: 
This action adds incremental funding in an amount of $387,599. 	This increases the funded ceiling from $224,127 to an 
amount of $611,726 and the funded direct labor hours from 1450 hours to 3950 direct labor hours, 	an increase of 2500 
hours. 

Superfund 	 Accounting and Appropriations Data 	 Non -Superfund 

Note: To report additional accounting and appropriations date use EPA Form 1900-69k 
SFO 

(Max 2) 

. 	DCN 	Budget/FY 	Appropriation 	Budget Org/Code 	Program Element 	Object Class 	Amount (Dollars) 	(Cents) 	Site/Project 	Cost Org/Code 
(Max 6) 	(Max 4) 	Code (Max 6) 	(Max 7) 	(Max 9) 	(Max 4) 	 (Max 8) 	(Max 7) 

1 
1 

2 
1 

3 

4 
I 

5 

Authorized Work Assignment Ceiling 

Contract Period: 	 Cost/Fee: 	 LOE: 
11/30/2010 	70 07/31/2012 

- 
This Action: 

- 

Total: 

Work Plan / Cost Estimate Approvals 

Contractor WP Dated: 	 Cost/Fee: 	 LOE: 

Cumulative Approved: 	 Cost/Fee: 	 LOE: 

Work Assignment Manager Name 	Cur t Ba r a now s ki Branch/Mail Code: 

Phone Number 	202 - 564 - 0636 

FAX Number: (Signature) 	 (Date) 

Project Officer Name Nancy Muz zy Branch/Mail Code: 

Phone Number: 513 - 569 - 7864 

FAX Number: (Signature) 	 (Date) 

Other Agency Official Name Branch/Mail Code: 

Phone Number: 

FAX Number: (Signature) 	 (Date) 

Contracting Official Name 	Cathy 	Basu Branch/Mail Code: 

Phone Number: 	513 - 487 -2042 

FAX Number: (Signature) 	 (Date) 

Work Assignment Form. (WebForms v1.0) 



United States Environmental Protection Agency 

E Washington, DC 20460 PA 
Work Assignment 

Work Assignment Number 

1 - 09 

Other 	Amendment Number: 

000002 

Contract Number 

EP-C-10-060 

Contract Period 	11/30/2010 	To 	07/31/2012 

Base 	 Option Pe iod Number 	1 

Title of Work Assignment/SF Site Name 

Risk Assessment/Tool Devt 

Contractor 

COMPUTER SCIENCES CORPORATION 

Specify Section and paragraph of Contract SOW 

2.2, 	2.2.5, 	2.3.1 

Purpose: Work Assignment 	 Work Assignment Close-Out 

Work Assignment Amendment 	 Incremental Funding 

Work Plan Approval 

Period of Performance 

From 	08/01/2011 To 	07/31/2012 

Comments: 

The purpose of this amendment to WA 1-09 is to revise the PWS to reflect changes in priorities and effort. 	The 
contractor shall submit a new work plan and budget that incorporates all completed work plus the estimated work to 
the end of the POP. 	Total estimate of LOE by the program is 9150 direct labor hours for the entire POP. 

Superfund 	 Accounting and Appropriations Data 	 Non -Superfund 

Note: To report additional accounting and appropriations date use EPA Form 1900-69k 
SFO 

(Max 2) 

. 	DCN 	Budget/FY 	Appropriation 	Budget Org/Code 	Program Element 	Object Class 	Amount (Dollars) 	(Cents) 	Site/Project 	Cost Org/Code 
(Max 6) 	(Max 4) 	Code (Max 6) 	(Max 7) 	(Max 9) 	(Max 4) 	 (Max 8) 	(Max 7) 

1 
1 

2 
1 

3 

4 
I 

5 

Authorized Work Assignment Ceiling 

Contract Period: 	 Cost/Fee: 	 LOE: 	0 
11/30/2010 	70 07/31/2012 

- 
This Action: 	 9,150 

_ 

Total: 	 9,150  

Work Plan / Cost Estimate Approvals 

Contractor WP Dated: 	 Cost/Fee: 	 LOE: 

Cumulative Approved: 	 Cost/Fee: 	 LOE: 

Work Assignment Manager Name 	Cur t Ba r a now s ki Branch/Mail Code: 

Phone Number 	202 - 564 - 0636 

FAX Number: (Signature) 	 (Date) 

Project Officer Name Nancy Muzzy Branch/Mail Code: 

Phone Number: 513-569-7864 

FAX Number: (Signature) 	 (Date) 

Other Agency Official Name Branch/Mail Code: 

Phone Number: 

FAX Number: (Signature) 	 (Date) 

Contracting Official Name 	Cathy 	Basu Branch/Mail Code: 

Phone Number: 	513-487-2042 

FAX Number: (Signature) 	 (Date) 

Work Assignment Form. (WebForms v1.0) 
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WOFKASSIGNMENT 
PFIEMMANCE WORK STVIEMENT 

Contract No. FP-C-10-060 
Wolk Assignment 1-09 
Amendment 2 

WAM: Cmt Bamnowski 
Office ofWater/ Office of Ground Waterand Thinking Water/ 
WaterSe cutity Division/ Ihmais, Analysis, Revention and Reparn dne ss Ranch 
Phone: (202) 564-0636 
Pax: (202) 566-0055 
Email: Eantnowski.Cmt@epa.gov  

Mail Code: 4608T 
1200 Fennsylvania Avenue, NW 
Washington, DC 20460 

Alternate WAM: ebhn A. DeGour 
Office ofWater/ Office of Ground Waterand Thinking Water/ 
WaterSecwity Division/ rilueals, Analysis, Revention and Reparndness Ranch 
Fhone: (202) 564-3212 
Pax: (202) 566-0055 
Email: DeGour.John@epa.gov  

Mail. Code: 4608T 
1200 Fennsylvania Avenue, NW 
Washington, DC 20460 

IDE Including Amendment 2: 9150 horns 

Feriod of Fetforntance (Inclusive ofAmendment 2): August 1, 2011 to July 31, 2012 

Mk: lisk Assessment and Consequence Analysis lbol Development, Improvement, Out/each/ 
Homeland Security Coonlination Activities 

PWS Sections: 2.1, 2.2.5, 2.3.1 

1 PURFOSE 

Ihe purpose of this work assignment amendment is to revise the tasked work to reflect changing 
priorities and requirements of the WaterSecurity Division. The c ontractorshallprepare a revised work 
plan and budgetthatwMencompassthe fullperi.od ofperformance,including addressing the changes 
included herein. 
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'1his woi1assignmentsuppoitsthe missio n o f the Wate r Se c urity Divisio n (WSD) asdesciibed in the Wa te r 
Se c urity Strate gy fiamewoik, whic h re late s re so urc e s, a c tivitie s, o utputs, a ud ie nc e , sho rt- and lo ng - te im  
outc o me s to the WSD pillars of Prevention, De te c tion, Response , and Re c ove Ty. Additionally, this work 
a ssignme nt c o ntribute s to the c o mmitme nts ma de in EPA' s Shute gic Plan: 2011 to 2015 and EPA' s 
Ho me land Se c 	&iate gy (2004). UnderEPA's Stiute gic Plan, reference is made to Goal2 (Clean 
and Sa fe Wate r), 0 b je c tive 2.1 (Pro te c ting Haman He a lth), Sub -o bje c tive 2.1.1 (Wate r Sa fe to Drink), 
and to the Cro ss-Go al on homeland security. UnderEPA'sHo me /and &curity &rate gy, referenc e is 
ma de to Obje c tive 1 (Critic al Infra struc ture Pro te c tio n). 

In supportofthese re quire me nts, this c o ntm c t sup p o rts the Natio n' s drinking and wa ste wate r 
infra struc ture , c o lle c five ly known a s the Wate r Se c to r, in b e ing info rme d, coo rdinate d , and pre p are d to 
prevent, detec t, respond to, and rec ove rfrom terrorist attack and otherintentio nal ac ts, natural 
disasters, and otherhazards (referred to as the "allhazards' approac h), whic h may also oc cur, 
inc luding the ne edsand c ha lle ngespo se d bynaturaldisasters, c a fa silo phic e ve nts, flo o ds, 
earthquakes, pandemic Rine ss, and any otherevents whic h impac t the safety and avalabiity of our 
watersupply. 

In pursuit o f the se e ffo its, the c o ntmc to r may b e ta ske d with pre p a ring a c o rre la tio n summary 
c o mp a ring the re sults unde r this wo rk a ssignme nt to the c o mp o ne nts o f the Wa te r Se c urity Strate gy 
fra me wo rk 

IL PACKGICILIND: 

Ho me land Se c ufity Pre side ntia 1 Dire c five (11SPD) - 7 dire c ts Fe de la lage nc ie s to id e ntify and p rio ritize 
c ritic al natio nal infra stmc ture and re so um e s fo r pro te c tio n fro m te rw list a c ts that c o uld c a use 
c atastrophic health imp ac ts ormass c a suakie s, undermine public c onfidenc e, or c ause disruption of 
e sse ntia 1 g o ve mme nt func tio ns, e sse ntia 1 se rvic e s, o r the e c o no my. HSPD-7 de signate s the EPA a s the 
lead agency orSector-Specirre Agency (SSA) forthe Nation's WaterSector. One of many outc omes 
re late d to HSPD-7 wa s the de ve lo p me nt o f the Natio nal Infra stmc ture Pm te c tio n Plan (NIPP) and the 
accompanying Se c to r-Spe c fie Plans (SSP). Pre se plans/ strate gie s have logic ally drive n c ride al 
infra struc ture protec tion initiative s towards an all-hazards (man-made and natural disasters) appro a c h. 

EPA wo rks with the Wate r Se c r, lb de la], State , trio al and lo calgo ve mme nts, and all stake ho lde rs : 

1. Pro te c t the Wa te r Se c to r s infra struc ture fro m all ha za itT s and to e nhanc e re silie nc e capabiitie s. 
2. Conduc t orfac Ritate "all-hazards" risk a sse ssment and c onsequenc e analysis; 
3. Ihc o um ge risk ma nag e me nt state gie s to re d uc e vulne rabiity and mitig ate public he a Ith and 

economic impacts (consequence); and 
4. Promote c o mmunic a tio n, collaboration, and info rmatio n sharing and analysis. 

Muc h wo rk wa sacco mplishe d o ve r the p a st ye a r. Ho we ye r c ritic al infra struc ture pro te c do n is a 
c o ntinuo us e ffo rt, the re fo re mo re ne e ds to be do ne . All-ha zards re la d c ritic al infra stmc ture pro te c tio n 
a c tivitie s are a naturalextensionofEPA'slong-termmissionto pro te c t human he a lth and the 
e nviro nme nt. Ac c o rdingly, EPA and its Wate r Se c r se c urity p a Itne rs c o ntinue to wo rk to g e the r and 
are imp le me nting a stm gy to id e ntify, p rio ritize , and c o o rdina te the pro c tio n of c ritic al Wa te r Se c to r 
infra struc ture . This stra gy a ssists in imp ro ving Wa te r Se c r a wa ne ss, prepare dne ss and se c urity 
p o sture , a s we ll a s inc re a sing re silie nc e - in a c o nsiste nt, susta inab le , e ffe c five , and me a sum b le ma nne r. 
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'this wo rk a ssignme nt will sup p o A the o ngo ing c ritic al infra struc ture pro te c tio n c oo rdina do n 
a c tivitie stinitia five s that the Age nc y ha s initiate d in c o Bab o ratio n with DIE and WaterSectorpaitners, 
inc luding de ve lo p me nt, o utre a c h, a nd training o n va no us risk a sse ssme nt and analysis to o ls, suc h a s 
VSAT CRFAT and WHEAT 

IR QA RHQUIREMENIR 

Secondaiy Data: SD me o f the ta sks in this wo rk a ssignme nt re quire the use o f primary a nd/ o r se c o nd a ry 
data. Collection, use and analysis of data willbe identic alto the procedures described in the QAPP 
c o mp le te d unde r WA 0-09, c o nsiste nt with the Age nc y' s quality a ssuranc e (QA) re quire me nts. Wo rk o n 
the se ta sks c a nno t pro c eed until the c o ntra c to r re c e ive s no tifr a tio n from the PO via e -mail that 
utilization of the QAPPc ompleted underWA 0-09 has been approved foruse on these tasks. Ihe 
proje c t spe c ific quality a ssuranc e re quire me nts (QAPP) must be ad dre sse d in the mo nthly pro g re ss 
reponsasspecified underB.sk0, below. 

1V. DEIARED IASKDESCHIPIION: 

All dire c tio n unde r this wo rli a ssignme nt will be provided as write n te c hnic al dire c tio n fro m the Th. sk 
ManagerorWorkAssignment Manager, as appropriate. Ifprovided first asverbaltechnic aldirection to 
the c o ntrac to r, it will be c o nfume d in writing within 5 c ale nd a r days, with a c o py to the Pro je c t Offic e r 
and the Co ntrac ting Offic e r, and is subje c t to the limitatio ns o f the te c hnic al dire c tio n c o ntrac t c la use . 
Ea c h initial de live lab le sha ll be pro vide d to the EPA Wo rli Assignme nt Manage r(WAM) and EPA Pro je c t 
Offic e r (PO) in draft form form vie w and c omment. Ihe c ontrac tor shallinc orporate WAM/B. sk 
Manage rre vie w c omments into revisions of the drafts. All drafts and final re ports shall be approved by 
the WAM. 

'the c o ntrac to r shall pe rfo rm the fo llo wing ta sks: 

'Risk 0: Work Flan, Rogiess evaluations, and Monthly Rove ss liepons 

'the contractorshalldevelop a workplan that descrleshow each taskwillbe canied out. Ihe work 
plan shall inc lude a sc he dule , staffing plan, le ve 1 o f e ffo rt (IDE), and c o st e stimate fo re a c h ta sk, the 
c ontrac tor' s key assumptions on which staffing plan and budget are based, and qualik ations of 
pro po se d sta ff. If a sub c o ntrac to r(s) is pro po se d and sub c o ntrac to Is are o utside the me tro po litan DC 
area, the c ontrac tor shallinc lude information on plans to manage work and c ontrac t c osts. 

In a d ditio n, the c o ntrac to r shall pre pare a pro je c t spe c ific quality a ssuranc e plan (QAPP) (no te d 
above), oruse a previously prepared one as specified above, and ensure the quality of secondary 
data used to c omplete these tasks. Fusing a previously prepared plan, the c ontrac to rshallpre pare a 
state me nt indic a ting that this WA is a c o ntinuatio n o f WA 0-09. Ihe wo ric plan shall e xpla in that 
c ollection, use and analysis of data in this work assignment willbe identic alto the pro c edures described 
in the QAPP c o mp le te d unde r WA 0-09. Whe n using a p re vio usly appro ve d QAPP, the c o ntrac to r shall 
imme diate ly notify the Pro je c t Offic e r and WA manage r if a ny c ha ng e s to the ta sks invo lying the 
c o Ile c tio n and analysis o f the data o c c ur, and pre pare a ne w o rmo dine d QAPP. Wo rk o n the se ta sks 
c annot proceed untilthe contractorreceivesnotific ation of the new QAPP approval from the PO via e- 
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mai 'this ta sk also inc lude s mo nthly pro g re ss and financ ia 1 re po Its. The mo nthly pm gre ss re p o it shall 
indic ate , in a se p a la te QA se c tio n, whe the r signirr ant QA issue s have been id e ntirie d and ho w they 
are being resolved. Monthly fmanc ialrepo Its must inc lude a table with the invoic e IDE and c o sts' 
lam ke n o ut by the ta sks in this WA. 

In addition, in e ac h monthly pro gre ss re po rt, the c o ntrac tor shall, at the intro duc tion to the disc ussion of 
this wo rli a ssignme nt, disc uss a c tua 1 pro gre ss to ward a c hie ving the pulp o se o f this wo rli a ssignme nt, 
inc luding pro ble ms e nc o unte re d, issue s that may ne e d to be re so lye d, and antic ip ate d timing fo r 
c ompleting the goals o f the wo± assignment. Ihe c ontrac to rshallprovide an overview of c ontrac t 
pro je c ts, striving to imp le me nt e ffic ie nc ie s in pe ifo mane e whe n c o mplime ntary re quire me nts are 
issue d. Ihe c o ntrac to r shall a ssure that duplic a tio n of e ffo rt re la tive to o the r o ngo ing wo rli a ssignme nts 
underthis c ontract is not oc cuning. 

De live rab le s: Wo ric plan and mo nthly pro g re ss and financ ia 1 re po its, Re vise d QAPP if ne c e ssary. 

'Risk 1: Agency Document Assistanc e. 

Ihe c o ntrac to r shall sup p o rt the Age nc y by providing te c hnic al a ssistanc e ne e de d to g a the r 
info ma do n to write , re vie w, a nd/ o r disse mina te do c ume nts re la tive to the sc ope of this wo ric 
a ssignme nt. The c o ntrac to r shall pro vide a dditio nal a ssistanc e by co mp Eng and a dd re ssing 
stakeholderc omments and updating documents as new information becomesavaRable. 

The c ontrac tor shall ensure it posse sse s superiorte c hnic al and e ditorial writing skilk to support all 
above -me ntione d e /forts. Shills must include , but are not limite d to the following: grammar; spelling, 
punctuation, flow, se nte nc e structure , re adability, and re ading-e ase . 

De live table s: Dmtft and final do c ume nts and re ports that: 1) are re se am he d and re vie we d; 2) addle ss 
and inc o rp o mite stake holde rc omme nts; and 3) are appmpriate & update d and lorfinalize d. All 
do c ume nts wiVbe in "10 pt. - Ce ntury Gothic " font, and all dra ft de live mtbk do c ume nts wiVbe de live re d 
in c o ntinuo us line # format. Fore stimation purpose d - assume the re vie w and lo r de ve lo p me nt o f 10 
do c ume nts. 

'Risk 2: Ektemal Document Assistanc e. 

Ihe c o ntrac to r shall sup p o rt the re vie w and disse mina tio n of do c ume nts c re ate d in re la tio nship to risk, 
vulne ra bay, and c onsequenc e related projec ts, as well as o therm lative projec t do c uments. 
Ihe c ontrac tor shallalso develop information and outreac h materials forthe WaterSectorasiquested 
in writte n te c hnic al dire c do n by the EPA WAM. This may inc lade but not be limite d to the de ve lo p me nt 
o f fa c t she e ts, pre se ntatio ns, e xe lc ise s, and brie rings. 

In a d ditio n, the c o ntrac to r shall sup po rt the re vie w and disse mina tio n of do c ume nts c re ate d by o the r 
age nc ie s o r stake ho lde rs, suc h a s the De p a rtme nt o f Ho me land c linty' s Natio nal Infra stmc ture 
Pm te c tio n Plan (NIPP). The EPA WAM wa. provide do c ume nts suc h a s the NIPP to the c o ntrac to r, and 
wfll spe c ify the type of re vie w re quire d in writte n te c hnic al dire c do n. 
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The c ontrac tor shall ensure it posse sse s superiorte c hnic al and e ditorial writing skilk to support all 
above-mentioned e /forts. Shills must include, but are not limited to the following: grammar; spellbzg, 
punctuation, flow, sentence structure, readability, and re ading-e ase. 

De live m b le s: Dmft and final do c ume nts and reports that: 1) are re se am he d and re vk we d; 2) addle ss 
and incoipomte stake holde rc omme nts; and 3) are appmpiiately update d o r finalize d. The 
de ve lo p me nt of c ommunic atio n and outre ac h mate rials shall also be inc lude d in this task. For 
e stimation purpo se s - assume e ffo rt on 3 te c hnk al do c ume nts, 1 fa c t she e t, 2 pre se ntations, 2 e xe m ise s, 
and 2 brk fing s. All do c ume nts will b e in "10 pt. - Ce ntury Gothic " fo nt, and all draft de live rab le 
do c ume nts will b e de live re d in c o ntinuo us line # format. 

Tisk 3: Scientific and lechnical Suppoit 

Unde r this ta sk, the c o ntrac to r shall pro vide o the r sc ie ntific and te c hnic al sup p o rt to fa c Rita te and 
e nhanc e EPA' s Wate r Se c to r c ride al infra stmc ture pmtectioneffoits. Example s o f the type of ac tio ns 
that may re quire sup p o rt may inc lude , but are no t 	d to lite rature se arc he s and re se arc h o n 
c o nta mina nts of c o nc em as re la te d to high-risk Wate r Se c to r uditie s. Sp e c fie a c tivitie s unde r this ta sk 
wili be a ssigne d thro ugh write n te c hnic al dire c tio n in re spo nse to the Age nc y' s sup p o rt ne e ds. 

The c onbuc tor shall e nsure it posse sse s superiorte c hnic al and e ditorial writing skilk to support all 
above-mentioned efforts. Skills must include, but are not limite d to the following: grammar; spelling, 
punctuation, flow, sentence structure, readability, and re ading-e ase. 

De live table s: The se a c tivffie s include but are not limlle d to "all-ha za rel" risk a sse ssme nt lc o nse que nc e 
a na Isis me tho do lo gy to ol sup p o rt, lite Tatum se am he s, c olle c ting and addle ssing c omme nts, and 
support forinc ide nt re sponse planning and a c tivitk s. Fo re stimating purpo se s - assume lite Tatum 
se am he sorre se am h on 10 dffe re nt topics. 

Tisk 4: Meeting Suppoit 

Ihe c o ntac to r shall provide lo gistic al, fa c Rita tio n and administrative sup p o rt to inc lude , b ut no t be 
limite d to , fa c Rita ting and sup p o rting me e ting planning activities,deliveiyofsessions,developmentof 
minute s and a c tio n ite ms, and summary e valuatio n and re po rt-o ut. The c o ntac to r shall a nang e fo r 
fa c flitie s, in acco id a nc e with Age nc y re quire me nts, sugge st lo c a tio ns, and make ne c e ssary 
arrangements forme etings o rc onferenc es as requested by written tec hnic al dire c don by the WAM. 
Ihe c o ntrac to r shall ide ntify pote ntia I spe a ke is and panic ip ants to a tte nd EPA sponsoied eve nts, issue 
invitations, and c onduc t pre -me eting and on-site registration a c tivitie s. The c ontrac to r shall de velo p 
and assemble agendas, supplementalmaterials (e.g., handouts, presentations, participant list), and 
otherpreparatory activities as needed. The contractorshallfacItate sessions and provide supponto 
invited presenters and subject matterexperts as required. Work on task activities shallbegin upon 
re c e ipt o f write n te c hnic al dire c tio n from the EPA WAM. The c o ntac to r shall a dhe re to Age nc y 
requirements form serving meeting spac e. Any speakers orexperts identified fortravelreimbursement 
must have a c le arrole in the meeting/workshop and must have c onsultant agreements in plac e . 
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Allappropriate clearances and approvalsrequired by Agency policy in support of any and all 
c o nfe nc e relate d a c tivitie s and e xpe nse s , inc luding suppoit o f me e ting s , c o nfe nc e s, training 
events, award c eremonies and rec eptions , shallbe obtained by the EPA PO as needed and provided 
to the Co ntrac ting Offic e r. Woikunderconfeince re late d activitiesand e xpe nse s shall no tocc ur until 
this approvalis obtained and provided by the PO. 

De live mb le s: o g istic s fo r me e ting and fa c ilitation sup p o rt that e nab k s stake holde rcoo idinatzb n 
thm ugh workshop s, c o nfe re nc e s, te c hnic al se ssions and tmining e ve nts. 7his inc lude s fa c t she e t 
de ve lo p me nt, pre se ntatzb ns, e xe m ise s and brie fing s. Fore stbnation puiposes, the conbactorshall 
assume up to 5 meetings at non-Elli taco& s, 3 loc al me e dugs at EPA facilities, and 15 c on* nc e 
calls. 

'Risk 5: Ongoing Development of Water Sec torAll-Hazauls Risk Assessment Methodologies -- 
Completion of Supponing Documents, Outreach and Dissemination, and le chnic al Assistance. 

Subtask 5A: VSATModifications 
'Risk Manager Cult Bamnowski 

Tnsupportofthe DIE s NIPP and EPA' s re spo nsiatie s a s the Se c to r-Spe c ific Age nc y fo r the Wate r 
Sector,FPAincooidinationwithWaterSectorsecuiitypaitnei,hasbeenwoi1cing to e nsure existing risk 
a sse ssme nt me tho do lo gie s in the se c to r are c o nsiste nt with the NIPP s b a se line ciiteiia. In 2010, the 
WaterSectorCooidinating Councll(SCC)iequested the fo rmatio n of a Critic al Infra stmc ture Pa itne iship 
Ad viso ry Co unc (CIPAC) wo Acing g ro up to e xa mine the thre e Wate r Se c to r (drinking wate r and 
wa ste wate r) risk a sse ssme nt me tho do lo gie s ARAM-W, SEMS, and VSAT The se to o ls we re re c e ntly 
upgraded as pa It of an o ve ra e ffo rt to b ring the m c o nsiste nt with the 2007 Risk Analysis and 
Manage me nt fo r Critic al Asse t Pro te c n (RAMCAP 3) Sector-Specific Guid a nc e fo r Drinking Wate r and 
WastewaterSystems. While upgrades to WaterSe c torrisk assessment methodologies were in progress, 
the Ame ric a n Wa te r Wo rIcs Asso c ia n (AWWA) a nd ASME-Inno va tive c hno lo gie s hstitute (TM 
de ve lo ped a stand a id forWaterSectoriiskassessmentmethodologies. This AWWA and ASME-BI 
pro c e ss iesulted in the July 2010 Ame ric an Natio nal Standard s Institute 	AWWA J100 Risk 
Analysis and Management forCritic al Asse ts Prote c don Standard forRisk and Re silienc e Management 
of Wate r and WastewaterSystemshereinafter(J100 Standard). This CIPAC working group will examine 
the three Water Sec to rrisk assessment methodologies. Specific emphasis during this examination willbe 
give n to ho w the se to o Is a d dre ss the re quire me nts de fine d in the ne w J100 Standard and de te rmine 
what upgrade s wo uld be ne c e ssary fo r the thre e Wate r Se c to r risk a sse ssme nt to o ls to e nsure that they 
help utilitie s meet industry best prac tic es as defined by the J100 Standard. Ihe work group willme et in 
July 2011(during the Base Period of this effort, under WA 0-09) and provide its re c ommendations to EPA, 
DBS, and otherWaterSectorpartnersinSeptember2011. 

Ihec o ntrac to r shall pro vide sup p o It re g aiding the po te ntia 1 mo dific a tio ns to VSATb a se d o n the CIPAC 
wo rking g ro up' s re c o mme nd a do ns. Assistanc e will also be re quire d regarding training o n VSAT in 
a sso c iatio n with the Wate r He a lth Fe o no mic and Analysis lb o 1 (WHEAT. Tnthisoptionpeiiod the 
contractorshallprovide the following support, in ac c ordance with appropriate technic aldirec don 
(note, estimated c ontrac tortravelis imbedded in this chart): 
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DII1VER4BLIS DA1E 

1. Develop a design requirements document forpotential 
modific ations to VSAT5.0 based on the rec ommendations of the 
CIPAC wo Acing group . Po te ntia lamas fo rmo dific a tio n inc lude but 
a re no t limite d to the fo llo wing : 1) Sta nd a id -Re la te d De finitio ns; 2) 
Wo ret C a se Co nse que nc e Analysis fo r Po te ntially Critic al Asse ts; 3) 
Natural, Proximity, and De pendenc y 'Threats in Threat 
Cha la c te riza do n; 4) Proxy Me tho d fo rrlhre at like liho od Ca lc ulatio n; 
and 5) Quantitative C a le ulatio n o f Risk and Re sale nc e fo r Ihre a t-
Asse t Pain. 

a. 	Note: Not allthe recommended modificationsof the 
CIPAC working group maybe feasilcile ordefensible. 
Therefore, EPA willprovide specific technic aldirection to 
the c o ntrac to r o n the ne c e ssary mo dfic ado ns to VSAT 

TBD by te c hnic al dire c tio n. 

2. Assist with the p a rtne r re vie w proce ss re gall:ling the de sign 
re q uire me nts do c ume nt. 

TBDbytechnicaldirection 

3. Incorporate changesto design requirementsdocumentbased on 
partnerfeedback 

TBDbytechnicaldirection. 

4. Mo dify VSAT5.0 b a se d o n EPA te c hnic al dire c do n. TBD by technic al dire c tion. 

5. De live r and demonstrate the modified version of VSAT TBDbytechnicaldirection 

6. Co nduc t two (2) Wate r Se c to rutility pilots of modified VSAT 
a. 	Support travelfor2 utility membereto participate in each 

pilot, asco ntributing e xpe its fo r the wo dreho p s. 

TBD by te c hnic al dire c tio n. 

7. Inc orporate modfic ations to VSATbased on recommendations 
fro m pilo ts. 

TBD by technic al dire c tion. 

8. Demonstrate VSATto EPA afterpilot re c ommendations have been 
inc o ipo rate d. 

TBD by technic al dire c tion. 

9. De mo nstra te VSATto p a itne re. TBD by te c hnic al dire c tio n 

10. De live r fina lize d VSATto EPA. TBD by te c hnic al dire c tio n 

11. h c o Bab o ratio n with stake ho lde re mo dify e xisting c o mmunic a tio n 
state gy, if ne ed be, fo ro utre a c h, e d uc ado n, and training o n 
VSATWIWAT Co llab o ratio n may inc lude fa c e -to -fa c e me e ting 
and/orconference calls. 

TBD by te c hnic al dire c tio n 

12. Provide 8 web-based outreach demonstration of VSATfor 
stake ho lde is, whe re po ssib le in a sso c iatio n with WHEAT 

TBD by te c hnic al dire c tio n 
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13. Provide sup p o it fo rc o nfe re nc e s / in-pe non training o n VSAT whe re 
po ssio le in ass° c iatio n with WHEAT a ssume 3 c o nfe re nc e s. 

TBD by te c hnic al dire c tio n 

14. Ehiailuserhelp/suppoitforVSAT(vsathelp@epa.gov  email-box). TBD by te c hnic al dire c tio n 
Assume s 50 que stio ns/c o mme nts permo nth fo rAugust 1, 2011 
through July 31, 2012. 

15. Catalogue c omments, questions, and sugge stions forpo ssiole 
future upg m de s to VSATb a se d on all above -me ntione d a c tivitie s. 

TBD by te c hnic al dire c tio n 

16. The c o ntac to r shall ensure it po sse sse s superio rte c hnic al and 
e dito rial writing skills to suppo rt all above -me ntione d e ffo its. gulls 
must inc lude , b ut a re no t limite d to the fo llo wing : gm mm a r, 
spelling, punc tuatio n, flo w, se nte nc e stmc ture , readability, and 
reading-ease. 

Ongoing. 

Subtask 5H 'Raining on the Climate Resilience Evaluation and Awaleness lb o1 (CIFA) Veision 1.0 
(Amendment 2 new bask) 

Tisk Manager Cult Bamnowski 

One impoitant go alof addie ssing climate c hange is to raise awareness among utility owneis and 
o pe ra to is re g a ruling ho w c lima te c ha ng e thre a ts may imp a c t the irutilitie s. EPA ha s de ve lo pe d the PC - 
b a se d CRFATto a ssist in this e ffo rtby allowing utility o wne is and o pe ra to is to a sse ss the risks po se d by 
climate c hange and the benefits of adaptation options. 

Next ste p s aie o ute a c h, e duc a tio n, a nd training on the so ftwa re to o 1 fo r the puipo se o f a dva nc ing its 
use within the water se c to r. This involve s an ac tive c amp a ig n to bra a de n aware ne ss of the to o 1 and 
forge te d me ssage s that highlight the b e ne fits o f CRFAT a s well a s de velo ping and distributing live and 
re c onie d pre se ntations that dire c t the use r thro ugh the e ssential ste ps of the to o 1. The c ontac to r shall 
continue woikthat has already been c ompleted underthis effort to ensure CRFATis embraced by the 
watersector. 

In this o ptio n pe lio d the c o ntac to r shall provide the follo wing sup p o it, in acco ni a nc e with a p pro piiate 
tec hnic al direc don: 
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DELIVERABLES DA1E 
1. In c ollabo ratio n with stakeholders mo dify e xisting c o mmunic a do n 

strategy, if ne ed be, foroutre a c h, e duc a tio n, and training on 
CRFAT Collaboration may include face-to-face meeting and/or 
c o nfe re nc e c alls. 

Complete. 

2. In c o Bab o ra do n with stake ho ld e Is fina lize tra ining mo dule s fo r 
CRFAT Tre c o ntrac tor shall e nsure that the training mo dule s are 
Section 508 compliant and address otherEPA web requirements, so 
materials may be uploaded to EPA's website. 

T BD by technic aldirec tion. 

3. Pro vide 10 we b -b a se d training se ssio ns o n CRFATfo r stake ho lde Is. Complete. 

4. Provide support forc onferenc es/ in-person training on CRFAT 
assume 3 c onferenc es forestimation purposes. 

T BD by technicaldirection 

5. Enriailuserhelp/support forCRFAT(c reathelp@epa.gov  email-box); 1: BD by technicaldirection 
a ssume 50 que stio ns/ c o mme nts p e r mo nth fo r August 1, 2011 
through July 31, 2012. 

6. Catalogue c omme nts, que stions, and sugge stions forpo ssio le future 
upgrades to CRFATbased on all above-mentioned activities. 

T BD by te c hnic al dire c tio n 

Subtask 5C (Amendment 2 new task): Develop Venion 2.0 of CHEAT 
'Risk Manager Cult Bamnowski 

CRFAT2.0 wil be updated in c o nsulta n with wate r se c tor stake holde Is; spe c fie ally with the wo Acing 
group convened underOption Period 0 ofthiscontract. Upgradesto CRFATforversion 2.0 wMconsider 
but not be limited to the following: 1) a "lessons-learned" based on userfeedbackon Version 1.0 of 
CHEAT 2) ho w to incorpoiate e xtre me individual udity we a the r data ; 3) de ve lo p me nt o f udity e ne rgy 
management module, including the tracking of green house gas emissions; 4) advanced sc e nano - 
base d oradaptive management planning; and 5) analysis comparisons. 

In this optio n pe riod the c o ntrac to r shall provide the follo wing support, in acco id a nc e with te c hnic al 
direction (travelestimates are embedded in the chart): 
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DELIVERABLES DA1E 
1. Based on the feedbackfrom the CRFAT2.0 working group and from 

training o n CRFAT1.0, de ve lo p a CRFAT2.0 Frame work. 
Complete. 

2. C o nduc t c o nfe re nc e c a lls/ me e tings with the wo rking group to 
solicit feedbackon the draft CREAT2.0 Name work and the path 
forward approach forCRFAT2.0. 

Complete. 

3. Finalize the CRE4T2.0 Flame wo rk in c o Bab o ratio n with the wo rking 
group and other stakeholders. 

C o mple te . 

4. De ve lo p CREAT2.0 So ftwam Re quire me nts Doc ume nt and initiate 
software upgrades. 

THD by te c hnic al dire c do n. 

5. De mo nstrate be ta ve isio n of C RFAT2.0 fo r EPA. THD by te c hnic al dire c do n. 

6. Co nduc t two (2) pilots of the CRFAT2.0 software. 
a. 	Support travelfor2 utility membereto participate in each 

pilot as subject matterexperts. 

THDbytechnicaldirection. 

7. Inc orpo rate mo dik ado ns to CREATbased on findings from the 2 
pilots. 

THD by technic al dire c don. 

8. De mo nstra te C RFAT2.0 fo r EPA. THD by te c hnic al dire c do n. 

9. Demonstrate CRFAT2.0 for stake holders. THD by technic aldirec don. 

10. De live r the fina1CRFAT2.0 to EPA. June 1, 2012. 

Ihec o ntrac to r shall e nsureitpossessessupeiiortechnicaland e dito ria 1 writing skills to sup p o It all above - 
me ntio ne d effoits. Rolls must inc lude , but a re no t limite d to the fo llo wing : grammar, spelling, 
punc tuatio n, flo w, se nte nc e stmc ture , re a dab ility, and re a ding -e a se . 

Tisk 6: WHEATIbinking Waterlhzaulous Gas and loss of Open:rung Assets Modules - Completion of 
Supponing Documents, Outreach and Dissemination, and chnical Assistance. 

Having completed the WflEATdiinking wate r ha zardo us ga s a nd lo ss ofope rating a sse ts mo dule s in July 
2010, stakeholderoutreach on this project is now necessary. Ihe contractorshallsupport EPA as 
ne c e ssary to pre pa re WHFATo utre ach and training mate rials, a s we a s the pro visio n o f WBFATtraining 
inassociationwheie fe a sble with VSAT 

In this o ptio n pe rio d the c o ntrac to r shall pro vid e the fo llo wing sup p o rt, in acco rd a nc e with te c hnic al 
direction (travelestimates are imbedded in the chart): 
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DEINEEMBIliS DA1E 
1. In c o Bab o ratio n with sta ke ho lde Is mo dify e xisting 

c o mmunic a tio n stra te gy, if ne ed be, fo r o utre a c h, e d uc a tio n, 
and training o n VSATa nd the thinking wate rand wastewater 
modules of WHEAT Collaboration may include fac e -to -fac e 
meeting and/orconference c alls. 

T BD by technicaldirection 

2. Provide 8 web-based outreac h demonstration of WHEATfo r 
stake ho lde rs, whe re p o ssib le in a sso c iatio n with VSATand the 
WHEATw a ste w a te rmo dule (WHEATWW). 

T BD by technicaldirection 

3. Provide sup p o rt fo r c o nfe re nc e s / in-p e no n training o n WHEAT 
whe re p o ssib le in a sso c iatio n with VSATand WHEATWW; a ssume 
3 c o nfe re nc e s 

T BD by te c hnic al dire c tio n 

4. Fhiailuserhelp/suppoitforWflEAT(wheathelp@epa.gov  email- THD by technic aldire c don 
b o x). Assume 50 que stio ns/ c o mme nts p e r mo nth fo r Aug ust 1, 
2011 thro ugh July 31, 2012. 

5. C a ta lo gue c o mme nts, que stio ns, and sugge stio ns fo r p o ssila le 
future up gra de s to WHEATb a se d on all a b o ve -me ntio ne d 
a c tivitie s. 

T BD by technicaldirection 

6. The c o ntra c to r shall e nsure it p o sse sse s sup e rio rte c hnic al and 
e d ito ria 1 writing skills to sup p o rt all a b o ve -me ntio ne d e ffo its. Skills 
must inc lude , but are no t limite d to the fo llo wing : gra mmar, 
sp e lling , punc tuatio n, flo w, se nte nc e stnic ture , readability, and 
reading-ease. 

Ongoing. 

'Risk 7: Development of WI-IFATIlazaulous Gas and loss of Opemling Assels Modules forWastewater 
Systems. 

Unde r this ta sk the c o ntra c to r shall c o ntinue to de ve lo p ha zardo us gas re le a se and lo ss of ope rating 
asse ts module s forwaste water systems forthe generalized c onsequence analysis to olbase d on the 
planning efforts c onduc ted to date and module s developed underthe previous work assignment 
o ptio n p e rio d . Pro d uc ts shall be de ve lo p e d within the c o nte xt o f o the r o ng o ing e ffo rts in the Risk 
Analysis and Management fo r Critic alAsset Pro te c don (RAMCAP) pro c ess, suc h as the development of 
VSAT All to ol de ve lo p me nt a c tivitie s must c o mply with e stablishe d EPA proc edure s. 

In the o p tio n p e rio d the c o ntra c to r shall pro vide the fo llo wing te c hnic al sup p o rt, in acc o id a nc e with 
tec hnic al dire c don: 
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DELIVERABLES DA1E 
1. In c o Bab o ra do n with stake ho lde re mo dfy e xisting 

c ommunic ation strategy, if ne e d be, foroutreach, educ ation, 
and training on VSATand the thinking water and wastewate r 
modulesofWHEAT Collaboration may include face-to-face 
meeting and/or c onferenc e c alls. 

TBDbytechnicaldirection 

2. Continue software development o f the WHEATwa ste water 
module. 

TBDbytechnicaldirection. 

3. Provide a demonstration o f the beta WHEATWW to EPA. TBDbytechnicaldirection. 

4. Conduct two (2) pilots o f the wastewatermodules. 
a. 	Support travelfor2 utility membento participate in each 

pilot as subject matterexperts. 

Complete. 

5. Inc o rpo rate mo dfr a tio ns to WHEATWW b a se d o n finding s fro m 
pilots 

TBD by te c hnic al dire c tio n 

6. Demonstrate WHEATWW forEPA. TBDbytechnicaldirection. 

7. De monstrate WHEATWW fo r p a rtne rs. TBDbytechnicaldirection. 

8. De live rfinalize d WHEATPWW mo dule s to EPA. TBDbytechnicaldirection. 

9. Provide 4 web-based outreach demonstration o f WHEAT-WW for 
stake holde rs, whe re po ssib le in a sso c iatio n with VSAT 

THD by technic al dire c do n 

10. Pro vide support fore onfe re nc e s / in-p e no n training o n WHEAT 
whe re po ssila le in a sso c ia do n with VSAT a ssume 2 c o nfe re nc e s. 

THD by te c hnic al dire c do n 

11. Email use rhelp/ support forVSAT(whe athelp©e pa .gove mail- 
box). Assumes 50 questions/c omments permo nth forNovember 
1, 2011 through July 31, 2012. 

THD by technic al dire c do n 

12. Ihe c o ntrac to r shall e nsure it po sse sse s sup e riortec hnic al and 
e dito ria 1 writing skills to sup p o it all a b ove -me ntio ne d e ffo its. Scals 
must inc lude , but are not limite d to the folio wing: grammar, 
spelling , punc tuatio n, flo w, se ntenc e struc ture , re adability, and 
reading-ease. 

Ongoing. 
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'Risk 8: Development of WI-IFATConiamination Module forainking Water Syste ms. 

Ihec o ntrac to r shall c ontinue de ve lo p me nt o f the drinking wate r system c o nta mina tio n mo dule fo r 
WHEATb a se d o n the planning e ffo rts c onduc te d to date and mo dule s de ve lo pe d under wo ric 
assignment 0-09. rlhe c ontmc tor shall use modeling data from the 12 mo del c itie s and 5 c ontaminants 
and c orrelate health and ec ono mic imp ac ts forthinking watersystems of varying size s, then 
inc o rpo rate this data into the WHEATc o nta mina tio n mo dule . The produc t shall b e de ve lo pe d within the 
c o ntext o f o the rongo ing e ffo rts in the RAMC AP pro c e ss, suc h a s the de velo p me nt o f the upgrade d 
VSATto o 1 All to o 1 de ve lo p me nt activitiesmustcomplywith e stablishe d EPA proce dure s. When 
ne c e ssary, cooitlination with MEW may b e re quire d. 

Disse mina tio n o f the WHFATc o nta mina do n mo dule may be subje c t to limitations due to the po te ntially 
sensitive info =ado n sto d in the to o 1 and re p o rt c onte nts. As suc h, the c o ntrac to r shall wo rk with EPA 
to develop guidanc e fordistnbution of WHEATand udity-generated reports from the tool. lL is 
anticipated that the SectorCoordinating Council(C) and otherorganizations may provide 

c ommendations regarding information handling and distribution. rlhe se re c ommendations shallbe 
inc o rpo rate d into the g uid a nc e as a pp m priate ; additional se c laity me a sure s to p re ve nt unautho rize d 
dissemination and use shallbe implemented. 

In the o ption perio d the c o ntrac to r shall pm vide the follo wing te c hnic al sup p o rt, in acco Id a nc e with 
tec hnic al direc don: 

D1111VERABLES DATE 
1. Ba se on co nta mina do n mo de ling the c ontrac to r shall a ssist EPA' s 

Office ofWaterinengagementwithEPA'sNationalHomeland 
Se c urity Re se arc h Cente r (Mar) to de velo p a Co ntamination 
Mo dule Re q one me nts Do c ume nt. 

MD by te c hnic al dire c tion. 

2. 11-ta b lish a WHEATd linking w a te r c o nta mina tio n mo dule 
sta ke ho ldergro up . 

MD by technic aldirection. 

3. Conduct c onferenc e c alls/meetings with stakeholders to solicit 
feedbackon the draft Contamination Mo dule Re quire me nts 
Do c ume nt and path forward and approach forthe 
c o nta mina tio n mo dule (C o nta mina tio n Mo dule Ea me wo rk). 

MD by technic al dire c tion. 

4. Enalize the Contamination Mo dule Brame work in c ollabo ratio n 
with NBSRC a nd the c o nta mina tio n sta ke ho ldergro up . 

MD by te c hnic al dire c tion. 

5. Enalize the so ftwa re re quire me nts do c ument fo r the thinking 
watercontamination module. 

TBDby technic aldirection. 

6. Initiate so ftwa re de ve lo p me nt o f the thinking wate r 
c o nta mina tio n mo dule . 

MD by technic al dire c tion. 

7. De monstrate be ta versio n o f the WHEATthinking wate r 
c o nta mina tio n mo dule fo r EPA. 

MD by technic al dire c tion. 

13 



WA 1-09 

8. Conduc t two (2) pilots of the drinking waterc ontamination 
module 

a. 	Support travelfor2 utility membersto participate in each 
pilot as subject matterexperts. 

TBDbytechnicaldirection. 

9. Incorporate modiric ations to WHEATtoolbased on findings from 
pilots 

TBD by technic al dime tion. 

10. De monstrate thinking wate r c o nta mina tio n mo dule fo r EPA. TBD by technic al dire c tion. 

11. De monstrate drinking wate r c o nta mina tio n mo dule fo r 
stake holde is. 

TBD by technic al dire c tion. 

12. De live r the final WHEATd /inking wate r c o nta mina tio n mo dule to 
EPA. 

June 1, 2012. 

13. The c o ntmc to r shall ensure it po sse sse s sup e rip rte c hnic al and 
e dito rial writing skills to sup p o rt all above -me ntio ne d e ffo its. Skills 
must inc lude , but am not limited to the following: grammar, 
spelling, punc tuatio n, flo w, se ntenc e stnic tum , re adability, and 
reading-ease. 

Ong o ing 

NOM Ihe Government shall tetain rights to all data and/ orproduc is originally developed underthis 
woik assignment 

V. SCIIEDIIIIDERVERAMS 

Tisk Deliverable 
0: Wo rk Plan and Mo nthly Pro gre ss Re po it Within twe nty (20) days o f the c o ntmc to i s 

mceipt of the wo±assignment. 
1: Age nc y Do c ume nts Assistanc e lb be e stablishe d by write n te c hnic al dire c don. 
2: late ma l Do c ume nts Assista nc e lb be e stablishe d by write n te c hnic al dire c don. 

3: Sc ie ntific and le c hnic al Suppo rt lb be e stablishe d by write n te c hnic al dire c don. 
4: Me e ting Sup p o rt lb b e e stablishe d by write n te c hnic al dim c don. 
5: 0 ng o ing De ve lo p me nt o f Wate r Se c to r 
All Hazard Risk Asse ssment Me tho dolo gie s - 
-Completion of Supporting Documents, 
Outre ac h and Dissemination, and 
le c hnic a l Assistanc e 

lb be e stablishe d by write n te c hnic al dim c don. 

5A: VSATMo dilic a do ns lb b e e stab lishe d by write n te c hnic al dim c tio n. 
5B: Training o f the Climate Re silienc e 
Evaluation and AwarenesslbolVenion 1.0 

lb be e stablishe d by write n te c hnic al dim c don. 

5C: Develop Version 2.0 of CRFAT lb be e stablishe d by writhe n te c hnic al dire c don. 
6: 0 ng o ing WHEAT Drinking Wa te r lb be e stablishe d by writhe n te c hnic al dire c don. 
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Hazardous Gas and ID SS of Opeiating 
Assets Module s —Completion of Supporting 
Do c ume nts, 0 utre ach and Disse mina tio n, 
and le c hnic al Assistanc e 
7: Ongoing development of WHEAT lb b e e stablishe d by write n te c hnic al dire c do n. 
Hazardous Gas and ID SS of Opeiating 
Asse ts Mo dule s fo rWa ste wate r Syste ms 
C o mp le tio n o f Sup p o rting Do c ume nts, 
0 utre ach and Disse mina tio n, and 
le c hnic al Assistanc e 
8: Ongoing development of WHEAT lb b e e stablishe d by write n te c hnic al dire c do n. 
Co nta mina tio n Mo dule fo r Drinking Wate r 
Syste ms 
C o mp le tio n o f Sup p o rting Do c ume nts, 
0 utre ach and Disse mina tio n, and 
le c hnic al Assistanc e 

REFORIING IEQUIFIEMENIS 

Mo nthly Pro g re ss Re p o (inc luding a prog re ss e va lua n disc ussio n) 
Enanc ialRe ports 
Update to cunent QAPP (if applic able) 

VIL GREEN MEIMINGS AND COMMENCES 

c o ntra c to r shall fo llo w the pro visio n o f FPA pisciiption 1523.703-1, Ac quisith n of e nviro nme ntally 
p r e fe Table me e ting and c ante e nc e se ivic e s (May 2007), fo r the use o f o ff-site commeitialfacilitiesfor 
an EPA e ve nt, whe the r the e ve nt is a me e ting , c o nfe re nc e , training se ssio n, o r o the r pulp o se . 
IhvironmentalprefembRity is defined at FAR 2.101, and shallbe used when solic iting quote s oroffers for 
meeting/c onference services on behalf of the Agency. 

Q (AIRY ASSCHANCESUAWFILLINCEPLAN 
Forthe WatErS e c laity Division's 

7h c hnic ct4 Ana6 , tica4 and &gulatory Mission Support 
Performance Work Statement 

Quality Assumne e &nye Mane e Plan 

lire re quire me nts c o ntaine d in this wo rk a ssignme nt o p tio n p e rio d are co nside re d p e rfo mane e -b a se d , 
fo c using o n the Age nc y' s de sire d ie sults and o utc o me s. The c o ntm c to r shall b e re sp o nsio le fo r 
de te mining the mo st e ffe c five me a ns by whic h the se re quire me nts wa. b e fulfilled. Tnoiderto fulfill the 
re quire me nts, the c o ntmc to r shall de sign inno va five pro c e sse s and syste ms that can de live r the 
required servic e sin a mannerthat wAlbest meet the Agency's performance objectives. This 
performanc e-based requirement represents a challenge to the c ontmc torto develop and apply 
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innovative and e ffic ie nt a p pro ac he s fo r a c hie ving re sults and me eting o re xc e e ding the pe fformanc e 
objectives, measures, and standards described below. Ihe Contactoisperformance wa.be  reflected 
in the p o sitive o r ne g a tive e va luatio n o ffe red by the Ag e nc y in the C o nta c to r Pe ffo nna nc e Eva lua tio n 
(C PE), whic h is e valuate d a nnua lly (p e r the "C o nta c to r Pe rfo mia nc e Eva lua tio n" c la use in the 
c o nta c t). The Wo rk Assig nme nt Ma na ge r shall sub mit a c o mp le te a nnua 1 re vie w o f the a re a s o utline d 
in the Quality Assura nc e Stave illa  nc e Pla n (Q ASP), inc lude d in the c o ntac t, whic h wAl the n b e udize d 
by the Pro je c t 0 ffic e r in preparing the o ve ra ll e valuatio ns sub mitte d a nnually in re spo nse to the 
C o atm c to r Pe rfo nna nc e Eva lua tio n re quire me nts in the c o nta c t. 

Ge ne m I Management and Administadion 

Itifonnance 
Requirement 

Me a suiable 
Fe rfonnanc e Randall:Is 

Surveillance Me iho ds Inc entives/ Disinc entives 

Management and 
Communications: The 
Co ntrac tor shall 
ma inta in c o nta c t with 
the EPA CO , PO a nd 
WAM thro ugho ut the 
peffolmanc e of the 
c o ntia c t a nd sha II 
imme diate ly b ring 
potentialproblemsto 
the a tte ntio n o f the 
appropriate EPA WAM. 
In c a se s whe re issue s 
have a direc t impac t 
on project schedules or 
c o st, the c o nta c to r 
shall provide options for 
EPA's c o nside ratio n on 
re so lying o r mitig a ting 
the imp a c ts. 

Any issue s tha t imp a c t 
project sc hedules or 
cost shallbe broughtto 
the a tte ntio n o f the 
appropriate EPA WAM 
within 3 b usine ss d a ys o f 
oc c unenc e. 

100% ofac tive wo di 
a ssignme nts unde r the
c ontac t wfllbe 
reviewe d by the EPA
WAM mo nthly (via 
monthly progre ss 
repo rt) to id e ntify 
ume p o Ite d issue s. Ihe 
EPA WAM wR1 re p o rt 
a ny issue s to the EPA PO 

a. who w b ring the 
issue(s) to the 
C o ntrac to is a tte nfio n 
thro ugh the C 0. 

Unsa lisfac tow rating 
underthe c ategory of 
Busine ss Re la tio ns in the 
NEI Pe Ifo ima nc e 
Eva lua tio n Syste m if two 
ormore incidentsoccur 
during an applic able 
period ofpeffolmance 
whe n the c o ntra c to r 
doe s not meet the 
me a swab le 
peffolmance standards 
fora given contact 
p e rio d . 
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limeliness: Se rvices 
and deliverable s shall 
be in ac c ordanc e with 
sc he dule s state d in 
eac h work assignment 
o rta sking do c ume nt, 
unle ss amended or 
modirred by an 
approved EPA action. 

During any pe rio d o f 
performance, 90% of all 
submitted deliverable s 
shall be sub mitte d no 
laterthan 5 business 
dayspast the due date. 

100% of ac tive wo rk 
a ssignme nts unde r the 
contractwillbe 
reviewe d bythe EPA 
WAM mo nthly (via 
monthly progress report
& mile sto ne s 
established foreach 
deliverable) to 
compare actual 
delivery dates against 
those approved. The 
EPA WAM will re po rt 
any issue s to the EPA PO 
who will bring the 
issue (s) to the 
C o ntrac to i s a tte nfio n 
thro ugh the C 0 . 

Unsa tisfac tow rating 
underthe category of 
lime line ss in the MEI 
Performanc e Evaluation 
Syste m whe n the 
contractordoesnot 
me e t the me a sura b le 
performance standards 
during an applic able 
period ofperformance. 

Cost Management and The c o ntra c to r shall The EPA PO will ro utine ly Unsaiisfackny rating 
Control: The Co ntra c to r ma na ge co sts to the me e t with the underthe category of 
shallmonitor, trackand levelof approved ContractoisProject Cost Controlin the NMI 
a c c mate ly re po it le ye 1 c e iling o n the wo rli Ma na g e r to disc uss the Pe rfo I'm a nc e Eva lua tio n 
ofeffort,laborcost, 
otherdirectcost and 

a ssignme nt. The 
c o ntra c to r shall no tify 

workprogress and 
contract and individual 

Syste m whe n the 
contractordoesnot 

fe e e xpe nditure s to WA the WAM/ PO whe n 75% wo rk a ssignme nt me e t the me a sura b le 
through progressreports ofthe approved e xpe nditure s. The WA pc co rmanc e standard s 
and approved spec ial funding c e Ring forthe PO shall re vie w the during an applic able 
re po rting re quire me nts. 

The Co ntra c to r shall 
assign appropriately 
le ve le d and skille d 
pe rso nne I to all ta sks, 
practice and 
enc ourage time 
management, and 
e nsure a c c um te and 
appropriate time 
keeping. 

wo rk a ssignme nt is 
reached. 

C o ntrac to i s mo nthly 
progressreports and 
re que st the WAMs 
ve rifle ado n o f 
e xpe nditure s and 
technic alprogress 
be to re a utho rizing 
invo ic e p a yme nts. 

period ofperformance. 
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le c hnic al Effo it The 
analyses orproducts 
developed by the 
c o nta c to r sha ll b e 
factualand defenside 
and based on sound 
science and 
e ngine e ring . All d a ta 
shallbe collected from 
reputable sourc es and 
quality a ssura nc e 
me a sure s shall b e 
conducted in 
accordance with 
contact, agency 
re quire me nts a nd a ny 
additional re quirements 
o utline d in individua 1 
wo ik a ssig nme nts o r 
te c hnic al dire c tive s. 
Any wo rk re q uiring the 
contactorto provide 
options or 
ie c o mme nd a tio ns sha 11 
inc lude the ratio na le 
use d in se le c ting the 
o p tio n/ re c o mme nd a tio 
n and allotheroptions 
a nd re c o mme nd a do ns 
c o nside re d . 

All a na lyse s c o nduc te d 
fo r EPA b y the 
C o nta c to r must b e 
factualand based on 
so und sc ie nc e a nd 
e ngine e ring . All 
analyse s and products 
(initia l a nd fina l drafts) 
shall c o nfo im in fo nn a t 
and c ontent to 
re q one me nts sp e c ifie d 
by the WAM in wfitte n 
technic aldire c don, and 
sho uld me e t the 
o bje c five s state d in the 
wo ik a ssig nme nt. All 
initial dm ft do c ume nts 
shall b e c le a rly write n 
at a levelappropiiate 
to the ta ig e te d 
a udie nc e . All 
info im a tio n shall b e 
fa c tua I, te c hnic a lly 
so und , a nd a c c ma te , 
with d a ta so ure e s 
identified. 

Dia ft ye isio ns o f a 
document shallrequire 
no mo re tha n two 
e d ito nal ie visio ns. 

EPA wfll re vie w all 
a na lyse s a nd wo ik 
products c onducted by 
the C o nta c to r and will 
independently consider 
the me lit. EPA may opt 
to peerreview analyses 
to furthe r valid ate merit. 

The EPA WAM/ IM (la sk 
Manager) wilreview 
initial dm fts to a sse ss 
technic alaccuracy 
a nd e d ito nal q uality. 
The WAM/ IM vAl 
identify allinaccuracies 
and needed edits and 
c o ne c tio ns to the 
c o nta c to r in the initia 1 
review of draft 
do c ume nts. 

Unsa tisfa c to iy rating 
underthe c ategoiy of 
QUALM( OFFRODUCT 
OR SEIWICE in the 1\11H 
Pe ifo ima nc e Evaluation 
Syste m whe n the 
contactordoesnot 
me e t the me a surab le 
perfOimanc e standaids 
dining an a pplic able 
peliod ofperfOimance, 
even afterie vie w input 
a nd fo Ilo w up disc ussio n 
by Ag e nc y p e iso nne 1. 
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Socio-th onomic The C o nta c to r sha ll EPA wfll mo nito r the If le ss tha n 80% is 
Ubliza tio n: lire me e t a stand aid of at c o ntra c to i s udiza tio n re a c he d during an 
Contactorshallassess least 80% ofthe dollar of socio-economic frills applicable period of 
allagency requirements goals outlined in their by re vie wing the p e Ifo Ima nc e , the 
o utline d in work sub c o nta c ting p la n c o nta c to i s sub mita l c o nta c to r sha ll o utline 
a ssig nme nts fo r during eac h period of of Standard lb ims (SE) the steps that wfll be 
oppo Auntie s to fully p e Iform a nc e , unle ss 294 a nd (SE) 295. ta ke n to me e t the 
udize the lmo wle dg e Age nc y p rio ride s a nnualgoals o utline d in 
a nd e xp e rie nc e o f its prevent orpreclude theirplan, orpmvide 
so c io -e c o no mic te a m 
members. Work shall 
be allocated in a 
ma nne r tha t e nsure s 
the C o ntra c to i s a nnua l 
sub c o ntra c ting g o a Is 
are met, 

suc h ta sking . justific a tio n a s to the 
rationale forthe lac k of 
me e ting the 
sub c o ntra c ting p la n 
go als. Pe iformanc e 
that does no t me e t the 
state d goals witho ut 
suffic ie nt just& a tio n Nal 
be reported asan 
Unsatisfac tow rating 
underthe category of 
BUSINISS BEIMIONS 
a nd MIMING SDB 
STEC ONIRACIING 
BEQUIREVIENTIS in the 
NTH Pe Ifo Ima nc e 
Eva lua tio n Syste m. 
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United States Environmental Protection Agency 

E Washington, DC 20460 PA 
Work Assignment 

Work Assignment Number 

1 - 09 

Other 	Amendment Number: 

000003 

Contract Number 

EP—C-10-060 

Contract Period 	11/30/2010 	To 	07/31/2012 

Base 	 Option Pe iod Number 	1 

Title of Work Assignment/SF Site Name 

Risk Assessment/Tool Devt 

Contractor 

COMPUTER SCIENCES CORPORATION 

Specify Section and paragraph of Contract SOW 

2.1, 	2.2.5, 	2.3.1 

Purpose: Work Assignment 	 Work Assignment Close-Out 

Work Assignment Amendment 	 Incremental Funding 

Work Plan Approval 

Period of Performance 

From 	08/01/2011 To 	07/31/2012 

Comments: 
This action increases incremental funding on the work assignment by an amount of $331,924. 	This increases the cost 
ceiling from $911,726 to $1,243,650 and the LOE ceiling from 6500 to 8900 LOE. 

Superfund 	 Accounting and Appropriations Data 	 Non -Superfund 

Note: To report additional accounting and appropriations date use EPA Form 1900-69k 
SFO 

(Max 2) 

. 	DCN 	Budget/FY 	Appropriation 	Budget Org/Code 	Program Element 	Object Class 	Amount (Dollars) 	(Cents) 	Site/Project 	Cost Org/Code 
(Max 6) 	(Max 4) 	Code (Max 6) 	(Max 7) 	(Max 9) 	(Max 4) 	 (Max 8) 	(Max 7) 

1 
1 

2 
1 

3 
• 

4 
I 

5 

Authorized Work Assignment Ceiling 

Contract Period: 	 Cost/Fee: 	 LOE: 	9,150 
11/30/2010 	70 07/31/2012 

- 
This Action: 	 5,105 

_ 

Total: 	 14,255 

Work Plan / Cost Estimate Approvals 

Contractor WP Dated: 	 Cost/Fee: 	 LOE: 

Cumulative Approved: 	 Cost/Fee: 	 LOE: 

Work Assignment Manager Name 	Cur t Ba r a now s ki Branch/Mail Code: 

Phone Number 	202 - 564 - 0636 

FAX Number: (Signature) 	 (Date) 

Project Officer Name Nancy Muzzy Branch/Mail Code: 

Phone Number: 513-569-7864 

FAX Number: (Signature) 	 (Date) 

Other Agency Official Name Branch/Mail Code: 

Phone Number: 

FAX Number: (Signature) 	 (Date) 

Contracting Official Name 	Cathy 	Basu Branch/Mail Code: 

Phone Number: 	513-487-2042 

FAX Number: (Signature) 	 (Date) 

Work Assignment Form. (WebForms v1.0) 



United States Environmental Protection Agency 

E Washington, DC 20460 PA 
Work Assignment 

Work Assignment Number 

1 - 09 

Other 	Amendment Number: 

000004 

Contract Number 

EP—C-10-060 

Contract Period 	11/30/2010 	To 	07/31/2012 

Base 	 Option Pe iod Number 	1 

Title of Work Assignment/SF Site Name 

DHS and Tool Support 

Contractor 

COMPUTER SCIENCES CORPORATION 

Specify Section and paragraph of Contract SOW 

Purpose: Work Assignment 	 Work Assignment Close-Out 

Work Assignment Amendment 	 Incremental Funding 

Work Plan Approval 

Period of Performance 

From 	08/01/2011 To 	07/31/2012 

Comments: 
This action increases the funded ceiling for WA 1-9 from $1,243,650 to an amount of $1,364,650, 	an increase of 
$121,000. 	LOE ceiling is increased by an amount of 1800 LOE to a level of 10,700 direct labor hours. 

Superfund 	 Accounting and Appropriations Data 	 Non -Superfund 

Note: To report additional accounting and appropriations date use EPA Form 1900-69k 
SFO 

(Max 2) 

. 	DCN 	Budget/FY 	Appropriation 	Budget Org/Code 	Program Element 	Object Class 	Amount (Dollars) 	(Cents) 	Site/Project 	Cost Org/Code 
(Max 6) 	(Max 4) 	Code (Max 6) 	(Max 7) 	(Max 9) 	(Max 4) 	 (Max 8) 	(Max 7) 

1 
1 

2 
1 

3 

4 
I 

5 

Authorized Work Assignment Ceiling 

Contract Period: 	 Cost/Fee: 	 LOE: 
11/30/2010 	70 07/31/2012 

- 
This Action: 

- 

Total: 

Work Plan / Cost Estimate Approvals 

Contractor WP Dated: 	 Cost/Fee: 	 LOE: 

Cumulative Approved: 	 Cost/Fee: 	 LOE: 

Work Assignment Manager Name 	Cur t Baranowski Branch/Mail Code: 

Phone Number 	202 - 564 - 0636 

FAX Number: (Signature) 	 (Date) 

Project Officer Name Nancy Muz zy Branch/Mail Code: 

Phone Number: 513 - 569 - 7864 

FAX Number: (Signature) 	 (Date) 

Other Agency Official Name Branch/Mail Code: 

Phone Number: 

FAX Number: (Signature) 	 (Date) 

Contracting Official Name 	Cathy 	Basu Branch/Mail Code: 

Phone Number: 	513-487-2042 

FAX Number: (Signature) 	 (Date) 

Work Assignment Form. (WebForms v1.0) 
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